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1. Introduction

Radio frequency identification (RFID) is a means of automatic identification that uses radio
waves to detect, track, identify, and thus manage a variety of objects. The purpose of an
RFID system is transmitting data from a portable device, called a tag, to an RFID reader to
execute a particular application based on the tag provided identification or location
information (Graafstra, 2006; O' Brien, 2006).

RFID technology has been around for about 60 years and was originally developed for
improving warfare technologies. The first application was developed by Britain as the
Identify Friend or Foe (IFF) system, which was used to distinguish friendly aircraft from
enemy aircraft during World War II (Landt, 2001). The second era of RFID technology began
with the commercial activities in the 1960s. An early application was the development of
electronic article surveillance (EAS) equipment to counter theft in retail stores. EAS as an
early forerunner to RFID uses a “1-bit” signal to represent the presence or absence of a tag
(Landt, 2005). The third era of RFID technology started in 1999, when the Auto-ID Centre
was established at MIT to investigate new ways for improving bar code technology and
implementing RFID technology in various commercial applications. The 1990's were a
significant decade for RFID because of increased commercialization of RFID systems and the
standardization activities on RFID technologies. Electronic toll collection systems were
widely deployed in the United States; RFID tags were affixed to over 3 million rail cars in
North America; and the International Organization for Standardization (ISO) developed
several standards in the RFID field, including, for example, the ISO 18000 series of standards
that define the air interfaces, collision detection mechanisms, and communication protocols
for different frequency bands (Knospe & Pohl, 2004). In the 21st century, with the
development of RFID standards, decreasing prices, and mandates from large organizations
such as Wal-Mart and the U.S. Department of Defense (DoD), RFID has become “the first
important technology of the twenty-first century” (Garfinkel & Rosenberg, 2005).

An RFID system has three key components: the tag, the reader, and the backend system.
RFID tags, also known as transponders, are identification devices that are attached to
objects. Each tag typically consists of an antenna constructed from a small coil of wires; a
microchip used to store information electronically about the object (e.g. a vehicle or a
container); and encapsulating material to enclose the chip and the coil. Like there are
various types of barcode, RFID tags are available with different memory sizes and encoding
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options. However, an RFID tag offers the capability to store a unique serial number and
product information for each item, not just the class of the items. The tag can also
incorporate sensors to record temperature, shock, or humidity, for example, providing the
ability to track and report on an object’s environmental characteristics dynamically.
An RFID reader, also called an interrogator or scanner, is the device used to communicate
with the RFID tag. It emits RF signals to, and receives radio waves from, the tag via an
antenna or antennas. The reader converts the received radio waves into digital information
that is usually passed to a backend system. Readers, either as stationary or handheld
devices, consist of a transmitter, receiver, antenna, microprocessor, controller, memory and
power source.

A backend system, sometimes referred to as an online database, is needed to collect, filter,

process, and manage the RFID data. The backend stores complete records of product

information, tracking logs, and key management information associated with the RFID tags.

It is critical for an RFID application to perform data collection, data management, and data

analysis accurately and efficiently.

There are various areas in which RFID technology has been implemented, including the

following significant applications.

e  RFID electronic toll collection systems identify vehicles mounted with RFID transponders
and automatically deduct toll fees electronically without impeding traffic flow.

¢ Animal RFID implant tags have been used to identify and track animals and obtain
information about their owners. Combined with GPS, it is possible to perform around-
the-clock surveillance of individual animals and fish in the wild.

e RFID book tracking is a hot topic in the library community for use in managing
extensive collections of books, manuscripts, and rare items, as well as offering self
checkout and protection against theft.

e  Healthcare providers are considering the use of RFID technology to improve the ability
to accurately identify and track patients, hospital staff, medical equipment, and blood
products. A number of case studies have demonstrated that not only does RFID
technology make treatment safer and more efficient, but it also has the side benefits of
preventing identity theft and reducing paper work, both of which cut costs. However, a
newly published research study revealed that RFID systems in hospitals might cause
critical care medical equipment to malfunction (van der Togt et al., 2008).

o  The pharmaceutical industry deploys RFID technology to track drugs, reduce inventory
cost, and prevent counterfeiting and theft. The administrator for the U.S. Centers for
Medicare and Medicaid Services, Mark McClellan, called RFID “the most promising
technology” for dealing with drug-counterfeiting problems (Whiting 2004).

e Access control has been among the most common applications of RFID technology
because RFID badges provide many advantages over traditional access control badges,
including fast access, durability without mechanical wear, and a superior ability to
protect data on the card. In addition to traditional applications such as building access,
RFID access cards have been used in less traditional applications such as ski passes,
metro passes, and toll gates.

e The e-passport is the next generation of passport, which is equipped with an embedded
RFID chip to store digital information and biometric data of the passport holder. The
objective is to provide a trusted document to reduce fraud, make immigration control
faster, and enhance the level of security.
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e Supply chains are the biggest beneficiary of the RFID technology. The use of RFID in
supply chains makes it possible to provide instant inventory management, increase
asset visibility, track shipments, trace recalled products, and prevent theft.

Although RFID technology has been around for more than half a century, only recently have

RFID security and privacy issues begun to attract attention from both academic and

corporate research communities. In a research survey (Juels, 2005a), Juels provides an

excellent overview of various RFID security and privacy concerns. In particular, when
dealing with passive RFID tags, the author suggests that there is a need to divide the read
range of a tag into four different ranges as follows:

¢ Nominal read range — the standard operating range of a tag under normal intended use

¢ Rogue scanning range — the read range of a tag when using a sensitive reader equipped
with a powerful antenna or an antenna array and/or a higher signal transmission
power

e Tag-to-reader eavesdropping range — the range that another reader can eavesdrop tag
emissions without powering the tag itself, which can even be larger than the rogue
scanning range

e Reader-to-tag eavesdropping range — the range that another reader can capture the
signal sent by the reader to the tag, which is larger than any of the above ranges

It is necessary to point out that in addition to the above ranges there exists another range —

detection range. This is the range from which the presence of a tag or a reader can be

detected without the need to be able to send or capture information. We are carrying out a

proof-of-concept study to examine whether an RFID system can be attacked by detecting the

presence of the tag and reader communication.

From an information security point of view, Knospe and Pohl considered the RFID

communication model to be similar in nature to the TCP/IP networking model used for

computer networks. Their model consists of an application layer, a data link layer, and a

physical layer for both the RFID reader and tag. They define RFID security from information

security principles of confidentiality, integrity, availability, authenticity, and anonymity
perspectives (Knospe & Pohl, 2004). In addition, RFID systems have their own
vulnerabilities and security threats that are separate from the network model (Xiao et al,,

2007). The security and privacy issues of RFID systems have been reviewed and evaluated

in several studies (Ranasinghe & Cole, 2006; Rieback et al., 2006a; Aragones-Vilella et al.,

2007; Rotter, 2008). The threats can be categorized based on their point of attack: the tag, the

reader, or the air interface between the tag and the reader (Lieshout et al., 2007).

In recognizing the potential risks when deploying RFID technology, government agencies

have played important roles in closely collaborating with industry groups and academia. In

Germany, for example, the Federal Office for Information Security conducted a study about

RFID security aspects to help German companies to understand security and privacy

threats, such as eavesdropping, unauthorized reading of data, cloning, and tracking of

people, along with possible protection strategies (Oertel et al., 2005). To meet requirements
of the Federal Information and Security Management Act of 2002, the US National Institute
of Standards and Technology (NIST) has published guidelines and a set of best practices for
the use of radio frequency technology by federal agencies and private organizations. The
guidelines focus specifically on the use of RFID technologies for asset management,
tracking, matching, and process and supply chain control. NIST recommends the use of
firewalls between RFID databases and an organization's IT systems. It also advises the use of
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encryption of RFID signals, authentication to identify approved users, and shielding of RFID
tags to prevent unauthorized skimming of information (Karygiannis et al., 2007). The U.S.
Department of Defense has initiated the DoD RFID security taxonomy through the Office of
the Assistant Secretary of Defense (OASD) for Networks and Information Integration. Three
areas of concern are being addressed: network-based risks, mission assurance risks, and order
of battle risks. Since risks generally increase with system complexity, eleven high-level RFID
security vulnerabilities have been identified, which include common threats, such as
unauthorized reading of tag data and leaking tags’ electronic information, and special threats
specific to military applications, such as using RFID tags as trigger devices for explosives and
using RFID readers as platforms for attack (Norton, 2006).

There are numerous publications focusing on RFID privacy issues. One of the major
applications of RFID technology is for tracking and tracing of objects. However, the
technology becomes a major privacy threat if it is used to track people (Thornton et al.,
2006). Consumers are most afraid of being tracked without their consent or knowledge by
RFID tags that are ubiquitously hidden in clothing and other consumer items (Ayoade,
2007). The privacy threats in RFID systems can be categorized into two classes: data privacy
and location privacy (Oertel et al., 2005; Kim et al., 2006). The threats to data privacy involve
discovering personal information stored on the tag and/or in the associated database, while
the threats to location privacy comprise the information about a person’s current location
and past movement through a tag ID associated with that person (Langheinrich, 2007a).
Both of these types of threats need to be addressed because the information could be used to
profile the victims’ preferences, movement, and/or social network. A survey has been
conducted to review up-to-date RFID privacy approaches and their attributes (Langheinrich,
2007b). Governments have paid attention to RFID privacy challenges and may regulate
RFID use to address privacy concerns. For example, the Ontario Commissioner for
Information and Privacy released a set of guidelines to address privacy issues regarding use
of item-level RFID technology in the retail/commercial sector. The guidelines were aimed at
promoting RFID technology by addressing concerns about the potential threat to privacy
(Cavoukian, 2006).

The Canadian Forces (CF) needs a lot of materiel from consumable logistics items to tanks in
military operations. To deal with challenges of the visibility, tracking and traceability of its
logistics assets, the Canadian Operational Support Command (CANOSCOM) has
implemented RFID technology to provide effective and efficient support to CF operations at
home and abroad. Defence R&D Canada - Ottawa (DRDC Ottawa), sponsored and funded
by CANOSCOM, has been working on RFID security issues, such as the analysis of security
threats and the identification of appropriate countermeasures. This chapter is based
primarily on the results of our research, previous publications, and the currently available
literature. We first present an overview of RFID technology with detailed exposition of the
basic components and the essentials of RFID systems. Next, we analyze underlying
vulnerabilities and security threats that exist in the RFID system. Then, we propose possible
countermeasures to defeat the discussed attacks. Some case studies are presented to
illustrate the real attacks. Finally, we conclude the chapter with a discussion of possible
future research directions. Through identifying the common vulnerabilities and threats to
RFID systems and providing possible countermeasures to resolve the security issues, the
objective of this chapter is to provide information and defence techniques against the
potential attacks.
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2. Brief introduction to RFID technology

RFID is an emerging technology that uses radio waves as the means to identify items or
objects. In order to analyze security and privacy issues, it is necessary to give a brief
introduction to the basic components of RFID systems. As shown in Figure 1, a typical RFID
system contains one or more RFID tags, a reader, and a backend system.

| E=oTo=T
| d
: K\S Tag
f@ Backend

Database

Antenna

Fig. 1. A generic RFID system

2.1 System components

RFID tags consist of a microchip with an antenna. They come in a wide variety of sizes, from
pencil lead thin tags used for animal tracking and credit-card sized ones for access control to
heavy duty transponders used for tracking shipping containers, vehicles, and railroad cars.
RFID tags can be categorized as either ‘active’, ‘passive’, or battery-assisted (semi-
active/semi-passive), depending on how they are powered. Active tags are powered by a
long-life internal battery and usually have both read and write capabilities. Passive tags are
powered by the electromagnetic field generated from the reader and are usually read-only
with shorter read ranges. Battery-assisted tags contain a battery that enables them to
monitor, process, store, and transmit data over extended ranges. Based on the memory type,
RFID tags can be further classified as read-only, write once read many (WORM), or
read/write.

An RFID reader is a powered device that wirelessly communicates with the RFID tags and
facilitates data transfer between the tag and the backend system. A typical reader consists of
a radio frequency module, a control unit, and a coupling element to interrogate electronic
tags via radio frequency (RF) communications. The basic functions of the reader include
activating tags by sending querying signals, supplying power to passive tags, encoding the
data signals going to the tag, and decoding the data received from the tag. RFID readers
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differ considerably in complexity, depending on the type of tags being supported and the
functions being performed, such as sophisticated signal conditioning, parity error checking,
and correction. They can either be portable handheld units or fixed devices.

RFID systems also rely on software. The software can be divided into three groups: front-
end tag reading algorithms, middleware, and backend system interface. The front-end
algorithms carry out the signal processing tasks. RFID middleware connects readers to the
backend server and database. It also filters the data acquired from the reader and handles
various user interfaces. The real power of RFID comes in integrating RF technology with a
backend system to perform functions such as matching digital information received from
the reader against the backend database and routing the retrieved information to the correct
application.

2.2 RFID tag categories

RFID tags are at the heart of an RFID system, and can be categorized as active, semi-
active/semi-passive and passive in relation to power, as well as read/write and read only in
terms of their memory (Thornton et al., 2006; Wyld, 2006).

Passive tags do not have an internal power source and need to draw power from an RFID
interrogator. The interrogator emits electromagnetic waves that induce a current in the tag's
antenna and power the chip on the tag. When the power to the tag’s chip passes the
minimum voltage threshold, the circuit turns on and the tag transmits its information to the
reader. Because of the absence of a battery, passive tags have a relatively short reading
range of only a few meters.

Active tags contain their own battery that is used for both powering the chip and boosting
the return signal. The battery gives the tags the ability to continuously monitor high-value
goods or a container’s seal status. Compared to passive tags, active tags have wider read
ranges (tens of meters and even hundreds of meters), larger memory capacities, and faster
processing times. However, battery life limits the life of the tag.

There are three terms that are used to describe passive tags that contain batteries: semi-
active, semi-passive, and battery-assisted. Some think the terms are interchangeable, while
others think that “a semi-active tag is an active tag that remains dormant until it receives a
signal from the reader to wake up. The tag can then use its battery to communicate with the
reader” ... “semi-passive tags are similar to active tags in that they have their own power
source, but the battery only powers the microchip and does not broadcast a signal. The RF
energy is reflected back to the reader like a passive tag” (Karygiannis et al., 2007). A
problem in the above definitions is that some active tags can be put into sleep mode and
later reactivated upon receiving a wake up signal from a reader. Therefore, it is more
accurate to use the term “battery-assisted tag”. Battery-assisted tags have a power source
that can keep the chip on the tag constantly powered. However, they can be programmed to
preserve battery power by only signaling if an alert condition is detected, or only at
predetermined time intervals. In addition, battery-assisted tags may incorporate one or
more sensors, enabling them to monitor environmental conditions, such as temperature,
humidity, shock, or vibration.

Depending on the memory type, the tags can be further classified as read-only, write once
read many (WORM), or read/write. Read-only tags are typically passive and are similar to
bar codes because they only carry a serial number. Data stored on the tag cannot be
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modified or appended unless the microchip is reprogrammed electronically. Read-only tags
are available in many versions, varying in range, data bits, and operating temperature.
WORM memory allows users to encode tags one time during production or distribution.
After the initial encoding, the tag’s data becomes locked and cannot be changed.

Read/write tags function like computer disks because the data stored can be edited, added
to, or completely rewritten an unlimited number of times. These tags are often implemented
on reusable containers or other assets in logistic applications. When the contents of the
container are changed, new information can be updated on the tag.

In this chapter, we will use RFID as a generic term to describe any automated tagging and
reading technology, including active, passive, and battery-assisted RFID technologies, and
various formats and applications.

2.3 Frequency bands

In addition to the types of tags used, RFID systems can also be distinguished by their radio
frequency. The four primary radio frequency bands, ranging from 30 KHz to 5.8 GHz, are
low frequency (LF), high frequency (HF), ultra-high frequency (UHF), and microwave
frequency (MW) (Wyld, 2006). The choice of frequency is dependent on the application, the
size of the tag, and the read range required. In general, the higher the frequency, the faster
the data transfer or throughput rates, but the more expensive the system.

LF ranges from 30 KHz to 300 KHz. In this band, RFID systems commonly operate in a long
waveband of 125 to 135 KHz. LF RFID systems generally use passive tags with short read
ranges (up to 20 inches) and have lower system costs. The LF tags perform very well in most
manufacturing environments. They work well around metal and are resistant to rain. The
application areas include security access control, animal identification, and asset tracking.
HF ranges from 3 MHz to 30 MHz, but most HF RFID systems operate at 13.56 MHz. A
typical HF RFID system uses passive tags that have a maximum read range of up to 3 feet
and a faster data transfer rate than LF tags. This wavelength is robust against water, dust,
and other environmental factors. Not only have HF systems been widely used in libraries,
pharmaceutical manufacturing sites, and logistics, they have also been adopted for smart
identification such as the e-passport.

The next frequency range is UHF that ranges from 300 MHz to 1000 MHz. The passive UHF
tags operate around 865-868 MHz in Europe and 902-928 MHz in the United States, while
active UHF RFID systems operate at 315 MHz and 433 MHz. Since UHF tags can be read at
longer distances with a faster communication speed than LF and HF tags (from 3-6 meters
for passive tags and more than 30 meters for active tags), this frequency band is emerging as
the preferred band for supply-chain applications.

A typical MW RFID system operates either at 2.45 GHz or 5.8 GHz. The former frequency is
traditionally used in long-range access control applications and has a read range of up to 1
meter as a passive tag or longer as an active tag. In Europe, the 5.8 GHz frequency band has
been allocated for road traffic and road-tolling systems.

An overview of the characteristics of each RFID frequency band is presented in Table 1,
which includes read ranges, data transfer rates, application areas, and corresponding ISO
standards. From a standards perspective, the ISO 18000 standard covers the air interface
protocol—the way RFID tags and readers communicate—for major frequencies used in
RFID systems.
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LF HF UHF MW
Frequency | 30 -300 KHz 3-30MHz 300 - 1000 MHz 2-30GHz
Typical 433 MHz (Active) | 2.45 GHz
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fixed reader —5m
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Transfer kilobit per ~ 25 kbit/s ~ 30 kbit/s Eg)itt/osloo
Rate second (kbit/s)
Smart cards,
Access control Contact-less
. " | access and Logistics .
Animal . Railroad car
. e security, case/pallet oo
Common identification, Item lovel trackin monitoring,
Applications | Inventory trackin Bacea gel Automated toll
control, Vehicle ) & 5628 collection
) . Library books, | handling
immobilizers Airline
baggage
LF signal HF system is Active RFID has
penetrates a very long read .
water. It is the able to read range with high Microwave
) tags that are . . transmission is
only technology . price tags. Since .
placed in a . highly
that can work using a battery, 2
very close e directional, and
around metal. o tags have a finite .
LF tags have a proximity to lifespan (typically enables precise
each other. HF targeting.
short read . 5 years).
Pros and ranee and low signal MW tags
Cons 8 penetrates . provide the
data transfer UHF system is
water but not fastest data
rate, and are capable of
. metal. HF tags . . transfer rate.
more expensive reading multiple
are less ’ However, they
than HF and . 4 | tass quickly. cannot
UHF tags expens.we an However, UHF
.| offer higher . penetrate water
because of their tags are highly
read rate than or metal.
longer copper LT tacs affected by water
antennas. 8- or metals.
ISO 14443, 15693,
Standards 11784/85, 14223 18000 15693, 18000 18000

Table 1. RFID frequency bands and standards

3. Security aspects

Like other information systems, RFID systems are vulnerable to attack and can be
compromised at various stages of their use. Attacks against an RFID system can be
categorized generally into four major groups: attacks on authenticity, attacks on integrity,
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attacks on confidentiality, and attacks on availability. Besides being vulnerable to common
attacks such as eavesdropping, man-in-the-middle, and denial of service, RFID technology
is, in particular, susceptible to spoofing and power attacks (Figure 2). This section illustrates
different kinds of attacks and provides countermeasures against these attacks.

Denial of service

Transmission a attack
Denial of service ﬂttﬂCk/ .
D) Transmission

attack

/Deliver virus

to compromise
middleware &
backend system

Fig. 2. Attack points

3.1 Reverse engineering

Reverse engineering is the process of taking something apart to discover how it works.
Figure 3 shows an example of RFID physical elements (MacGillivray & Sheehan, 2006).
Considering privacy issues related to the biometric e-passport, it may be possible for an
attacker to gain access to the chip and read its memory contents optically to retrieve the PIN,
biometric data, personal information, etc. The technical ability and equipment needed to
reverse engineer an integrated circuit can be rated at three different levels from a
knowledgeable individual using low cost and easily available tools to a highly skilled team,
using equipment not commonly available in the commercial market (Actel, 2002).
Unfortunately, the methods of attacking ASIC technology are not a secret and can be easily
accessed (Blythe et al., 1993).

Countermeasures

A FIPS standard refers to chip coatings as an anti-reverse engineering method to prevent
attacks. Various tamper proof techniques have been developed to defend against reverse
engineering attacks. For instance, by adding a tamper-release layer to RFID tags, operations
personnel can be alerted if a tag has been tampered with.

3.2 Power analysis

Power analysis is a form of side-channel attack that is intended to retrieve information by
analyzing changes in the power consumption of a device. It has been proven that the power
emission patterns are different when the card received correct and incorrect password bits
or cryptographic keys. It is possible to breach smart card security by monitoring power
consumption signals. Professor Adi Shamir demonstrated the ability to use a password to
kill an RFID tag during the RSA Conference 2006. He also predicted that a power analysis
attack on a RFID tag could be performed using a very common device such as a cell phone
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Fig. 3. Reverse engineering

(Merritt, 2006). Two methods—either masking the spikes in power consumption or improving
the hash algorithm—can be used to protect the password for being cracked with power
analysis attack. Figure 4 shows an example of using Hamming weight data to break the Data
Encryption Standard (DES) through analyzing the power consumption (Messerges et al., 2002).
Countermeasures

The common methods used to defeat power analysis attacks are filtering or adding an
element of randomness. Filtering power signals or delaying the computation randomly can
increase the difficulty for the attacker to identify the power consumption patterns. Another
method implemented in some smart card designs is adding an element that simply
consumes a random amount of power. Unfortunately, this approach may cause a problem
for RFID systems where minimizing power consumption is a priority.

3.3 Eavesdropping

Since an RFID tag is a wireless device that emits data, usually a unique identifier, when
interrogated by an RFID reader, there exists a risk that the communication between tag and
reader can be eavesdropped. Eavesdropping occurs when an attacker intercepts data with a
compliant reader —one for the correct tag family and frequency —while a tag is being read
by an authorized RFID reader. Since most RFID systems use clear text communication, due
to tag memory capacity or cost, eavesdropping is a simple but efficient means for the
attacker to obtain information on the collected tag data. The information picked up during
the attack can have serious implications—it can be used in subsequent attacks against the
RFID system. It is necessary to point out that in passive RFID systems readers have
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Fig. 4. An example of power analysis

significantly longer transmission ranges than tags. When passive tags modulate and
backscatter the signal from the reader to communicate, they have only a fraction of the
transmission power of the reader. Therefore, passive tags have a more limited transmission
range and are less susceptible to eavesdropping (Karygiannis et al., 2007). However, it is
necessary to keep in mind that even if the eavesdropper is out of the range of the tag signal,
he or she may still be able to listen to the commands sent out from the reader (Figure 5).
Countermeasures

Countermeasures against eavesdropping include establishing a secure channel and/or
encrypting the communication between tag and reader. Another approach is to only write
the tag with enough information to identify the object. The identity is used to look up
relevant information about the object in a back end database, thus requiring the attacker to
have access to both the tag and the database to succeed in the attack.

3.4 Man-in-the-middle attack

Depending on the system configuration, a man-in-the-middle (MITM) attack is possible while
the data is in transit from one component to another. An attacker can interrupt the
communication path and manipulate the information back and forth between RFID
components (Figure 6). This is a real-time threat. The attack reveals the information before the
intended device receives it and can change the information en route (Welch & Lathrop, 2003).
Even if it received some invalid data, the system being attacked might assume the problem
was caused by network errors and would not recognize that an attack occurred. An RFID
system is particularly vulnerable to MITM attacks because the tags are small in size and low in
price, all of which means that there is generally a lack of sophisticated protection circuitry.
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Fig. 6. Man-in-the-middle attack
Countermeasures

Several technologies can be implemented to reduce MITM threats, such as encrypting
communications, sending information through a secure channel, and providing an
authentication protocol.
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3.5 Denial of Service (DoS)

DoS attacks can take different forms by attacking the RFID tag, the network, or the backend.
The purpose is not to steal or modify information, but to disable the RFID system so that it
cannot be used. When talking about DoS attacks on wireless networks, the first concern is
physical layer attacks, such as jamming and interference. Jamming using noise in the RFID
system’s frequency range can reduce the throughput of the network and ruin network
connectivity resulting in overall supply chain failure (Egli, 2006). Jamming happens when a
device that actively broadcasts radio signals can block and disrupt the operation of any and
all nearby RFID readers. Interference with other radio transmitters can also launch a DoS
attack to obscure the communications between the tags and reader. Another form of DoS is
to destroy or disable RFID tags by removing them from the items, washing out their
contents completely, or wrapping them with metal foil.

Countermeasures

In general, it is easier to detect DoS attacks than prevent them from happening. However,
once detected, the attacks can generally be stopped before they do too much harm. For
example, countermeasures against jamming can use passive listening to detect the tags
whose transmission exceeds a predefined volume, and then use block functions to thwart
them. Countermeasures against detaching the tags from the targeted items could be either
through enhancing the mechanical connection between the tags and items, or adding an
alarm function to active tags.

3.6 Spoofing

In relation to RFID technology, spoofing occurs when a forged tag masquerades as a valid
tag and thereby gains an illegitimate advantage. Tag cloning is a spoofing attack where the
attacker captures the data from a valid tag and creates a copy of the captured sample on a
blank tag. Another example is an attacker reading a tag’s data from a cheap item in a store
and then uploading the data onto another tag attached to a similar but more expensive item.
Mr. Lukas Grunwald, a German security expert, said “I was at a hotel that used smartcards,
so I copied one and put the data into my computer, ... Then I used RF Dump to upload the
room key card data to the price chip on a box of cream cheese from the Future Store. And I
opened my hotel room with the cream cheese!” (Newitz, 2006)

Countermeasures

A common way to defeat a spoofing attack is to implement an RFID authentication protocol
and data encryption, which increases the cost and technology complexity needed for a
successful attack.

3.7 Cloning

Tag cloning is a process that first captures the data from a legitimate tag and then creates an
unauthorized copy of the captured sample on a new chip. Researchers from Johns Hopkins
University and RSA Labs published experimental results of cloning a cryptographically
protected Texas Instruments digital signature transponder (DST) that was used to buy
gasoline and activate a car's ignition (Rieback et al., 2006a).

Countermeasures

In order to defeat physical cloning attacks, Tuyls and Batina proposed to use Physical
Unclonable Functions (PUFs) as secure memory for the storing of the secret key on an RFID
tag (Tuyls & Batina, 2006). The authors claimed that “both the physical cloning attack as
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well as the cloning attack based on (actively or passively) attacking the protocol between the
tag and the reader can be prevented.”

3.8 Replay

In a replay attack, an attacker intercepts communication between a reader and a tag to
capture a valid RFID signal. At a later time, the recorded signal is re-played into the system
when the attacker receives a query from the reader. Since the data appears valid, it will be
accepted by the system.

Countermeasures

The most popular solution is the use of a challenge and response mechanism to prevent
replay attacks. Time-based and counter-based schemes can also be used as countermeasures
against replay attacks.

3.9 Viruses

Since most of the passive RFID tags currently only have a small storage capacity of 128 bits,
viruses are probably not a credible threat to RFID systems. However, the situation may be
changing since three computer researchers released a paper in March 2006, which reported
that RFID tags could be used as a medium to transmit a computer virus. It also explained
how the RFID virus works in a supply chain. If a container arrived in a distribution center
and the container's RFID tag had been infected with a computer virus, this particular RFID
virus could use SQL injection to attack the backend servers and eventually bring an entire
RFID system down (Rieback et al., 2006b).

Countermeasures

The virus attacks which have been demonstrated on RFID-based systems are the common
attacks against information systems, such as buffer overflow attacks, code or SQL injection
attacks, etc. Well-developed middleware can be used to avoid virus attacks by blocking
anomalous bits from the tag.

3.10 Tracking

Unlike the previously discussed RFID attacks, tracking is a threat directed against an
individual. Within the next few years, manufacturers may put item-level RFID tags into
many more household products. There is a privacy concern because instead of tracking
books and consumer products such as clothing, RFID systems can be used to track people’s
movements and even create a precise profile of their purchases.

Countermeasures

An easy method to disable tracking is to deactivate the RFID tags, which is known as
“killing” the tag that will be introduced in the following section.

3.11 “Killing tag” approach

Typically killing an RFID tag is done to prevent it from communicating thus making it
impossible to be read anymore. For example, a kill command is defined in standard
Electronic Product Code (EPC) format, which is used to permanently disable the tags for
purposes of privacy. Since it is necessary to make sure that RFID tags are not killed by an
unauthorized party, the kill command is secured by a password called the kill password.
However, the kill command also brings some drawbacks:

www.intechopen.com



RFID Technology, Security Vulnerabilities, and Countermeasures 371

e  Although the kill command was introduced to protect consumer privacy, consumers
cannot easily detect whether a tag has been deactivated. Furthermore consumers cannot
kill the tag by themselves. Because in order to do this, not only would they need an
interrogator, but also a valid kill password.

e The kill feature also brings up a new threat to an RFID system. If an enemy deactivates
RFID tags in a supply chain, the supported application will not function properly
because the item identification numbers cannot be read anymore. Furthermore, once
killed, a tag can never be re-activated for any further application, such as item recalls,
product returns, etc.

e If the kill password is weak (for example, EPC Class-1 Generation-1's 8-bit kill
password has only 256 possibilities, while EPC Class-1 Generation-2 has improved
significantly with a 32-bit password—more than 4,000,000,000 possibilities),
unauthorized parties can kill the tag very easily.

e  Although the killed tags cannot emit radio frequency anymore, data are still stored in
the tags” memory.

Countermeasures

In many applications, it is important to protect the tag from a kill command that

permanently disables the tag’s functionality. In order to do so, tag memory and reading can

be password protected, and a command of permanent lock can make password and/or the
tag data permanently unchangeable.

3.12 Block tag

Another method to protect against unwanted scanning of RFID tags attached to items that
people are carrying or wearing is to block the tags. Blocking the tags can be accomplished
with different approaches, such as Faraday Cage, active jamming, or “blocker tags”. A
Faraday cage is a metal or foil-lined container, which is impenetrable to radio-frequency
waves. Petty thieves are already known to use foil-lined bags in retail shops to defeat
shoplifting detection mechanisms. Since active jamming violates the regulations of most
governments, a device called a “blocker” tag has been proposed to protect against
inappropriate scanning (Juels et al., 2003). The blocker tag obstructs the RFID scanning
process by simulating that all the possible IDs are present. Let us take the tree-walking
protocol, which is often used to avoid collisions while reading, as an example. Because in
tree-walking protocol the space of k-bit identifiers is viewed as the leaves in a tree of depth
k, a reader traversing the tree needs to figure out whether the next bit is a “0” or “1”. When
a blocker tag is queried, it always responds with both “0”and “1” and causes a reader to
stall. A blocker can be made from a cheap passive RFID tag. Therefore it is possible to
embed a blocker into a portable device to actively prevent inappropriate scanning (Juels,
2005b).

3.13 Summary of security aspects

As mentioned above, there are many ways to attack various parts of RFID systems. Many
efforts have been taken to study the countermeasures needed to defend against these
threats. As a summary of this section, a threat-countermeasure map is provided for
visualizing the relationships between security threats and countermeasures. In Figure 7,
each attack is mapped onto as many countermeasures as possible to show that one threat
can be defeated with a specific countermeasure or several countermeasures. In this way,
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decision makers can easily determine the most efficient strategy to protect their RFID
system.

From the threat-countermeasure mabp, it is clear that authentication and encryption are the
most important security techniques for the protection of RFID systems. We can use them to
address a wide variety of security threats. The purpose of authentication is to confirm that
an entity is what it claims to be. In an RFID system, authentication is performed by tags to
verify an authorized reader, making sure that an RFID reader cannot communicate with the
tag unless being successfully authenticated. With different designs, the authentication can
be either one way or two ways. Encryption is another major countermeasure, which is a
process of scrambling data to make it difficult to unscramble or decipher. To heighten the
security in an RFID application, both the data stored on a tag and the data communicated
between a reader and the tags need to be encrypted. In real-life applications, encryption and
authentication protocols are often used in a combination to enhance the security of an RFID
system. However, such a solution will certainly increase the cost of the implementation.

Fig. 7. Threat-countermeasure map
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4. Authentication

From the above threat-countermeasure map, we can see that authentication is a primary
method for ensuring RFID security. Authentication is a process of confirming the identity
claimed by an entity. In the context of a tamper-resistant authentication protocol for an RFID
system, the tag and reader establish a trusted relationship and agree on a common, secret,
session key to secure the communication between them. It is not difficult to develop a
trusted authentication protocol to make high-cost RFID tags directly authenticate RFID
readers. However, the majority of RFID applications use low-cost and high-volume passive
tags. Under this circumstance, developing a secure authentication protocol is a challenge
because tags, compared with readers and back-end servers, are highly resource limited and
cannot perform strong encryption. In order to solve this problem, various lightweight
authentication algorithms and protocols have been proposed, debated, and tested.

4.1 Pseudonym

The pseudonym technique has been proposed to deal with this problem in low-cost RFID
systems: each tag stores a list of pseudonyms that can only be understood by authorized
verifiers (Juels, 2003). When the tag is queried, it emits the next pseudonym from the list.
Since the protocol uses only the XOR operation and does not require the tag to perform any
cryptographic operations, it fits with the restrictions of the low-cost RFID tags very well. A
problem is that the tag can only store a small list of pseudonyms because of its small data
capacity. One method used to solve this problem is renewing the list each time when the tag
is queried. However, to allow the list to be renewed, a mutual authentication protocol is
required between the tag and the reader to prevent an attacker from updating the list.

4.2 YA-TRAP, O-TRAP and YA-TRAP+

Yet Another Trivial RFID Authentication Protocol (YA-TRAP) presents a novel idea for
RFID authentication. It uses monotonically increasing timestamps and a keyed hash to
distinguish anonymous (adversary) tags from legitimate tags (Tsudik, 2006). In the
beginning, a reader sends the current system time to a tag. The tag decides if the time is
valid by checking if it is in the interval between the stored timestamp and a maximum
system allowable timestamp. If the received time is valid, the tag will use it to update the
stored timestamp and send the key-hashed timestamp to the reader. Otherwise, the tag will
send a pseudo-random number to the reader. The information is forwarded to the backend
system that maintains a hash lookup table and is able to quickly compare the values to
validate the tag. However, YA-TRAP is susceptible to a trivial DoS attack when the
adversary sends a wildly inaccurate timestamp to the tag.

In order to overcome the weakness of YA-TRAP, modified authentication protocols, such as
O-TRAP and YA-TRAP+, have been proposed (Burmester et al., 2006). The protocol O-
TRAP stands for “Optimistic” Trivial RFID Authentication Protocol, i.e., the security
overhead is minimal when the parties are honest. O-TRAP is a revision of YA-TRAP with
added one-pass anonymity for authenticated transponders and solves some vulnerabilities
of YA-TRAP. YA-TRAP+ was proposed to deal with large scale DoS attacks by introducing
an extra optional pass in which a server authenticates the timestamp. A major drawback for
both O-TRAP and YA-TRAP+ is that the server workload is increased so that more
computational resources are required on a per-tag basis for authentication.
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4.3 HB, HB+ and HB++

Hopper and Blum proposed a human-to-computer authentication protocol, named the HB
protocol (Hopper & Blum, 2001). Its extremely low computational cost makes the protocol
well suited for resource-constrained devices like RFID tags. Unlike other classical symmetric
key cryptography solutions, the security of the HB protocol is based on the hardness of the
Learning Parity with Noise (LPN) problem. A random k-bit binary vector is generated by
the reader and transmitted to the tag for challenge. The tag computes the inner dot product
of the k-bit vector and a shared key, and XORs the value with a noise bit (=1 with
probability ) € [0, 1/2]). The calculated value is sent back to the reader for checking to result
in a pass or fail. This is one round of HB authentication with the same process being
repeated several times. However, the HB protocol is only secure against passive attacks and
not against active attacks. For example, an adversary can transmit a fixed k-bit vector to the
tag several times and potentially deduce the key.

Addressing this problem, HB+ was proposed to secure against both passive and active
attacks with some additions (Juels & Weis 2005). The first is an additional shared key so that
the tag and reader share two independent keys (instead of using one shared key in the HB
protocol). The other is a random “blinding vector” that is generated by the tag at the
beginning of the process and is used in calculations later on. In HB+, a basic authentication
step consists of three rounds. First, the tag sends a random “blinding factor” to the reader.
Then the reader replies with a random challenge in the same way as HB protocol. Finally,
the tag calculates a return value that is the inner dot product of the newly introduced key
and blinding vector XORs with the HB return signal as before, and replies with it to the
reader. However, it has been shown that HB+ is vulnerable to a simple man-in-the-middle
attack that was not considered in HB protocol (Gilbert et al., 2005). As an improvement, a
further modified HB protocol, HB++, was proposed to overcome the weakness of HB+
protocol (Bringer et al., 2005). However, it has been discovered that the HB++ is not immune
to attacks from an adversary that pretends to be an authentic reader (Piramuthu 2006).

5. Case studies

In the previous sections, we analyzed the security threats and provided the corresponding
countermeasures. “Unfortunately, businesses and governments are not the only ones
interested in RFID. Civil liberties groups, hackers and criminals are also keenly interested in
this new development, albeit for very different reasons” (Rieback et al., 2006c). Following
are four case studies that illustrate how the security of some RFID systems could be
compromised. The purpose is not to teach people how to attack an RFID system, but to help
people become aware of the kinds of threats that need to be taken into account when
designing a secure RFID application.

5.1 Cracking crypto-enabled RFID products

The Texas Instruments Registration and Identification System (TIRIS) is an RFID system that
uses a 3.6x29mm cylindrical tag with a reading range of up to 40 inches. The TIRIS DST tags
have been adopted by different companies to make millions of SpeedPass payment
transponders and automobile ignition keys. In 2005, researchers from Johns Hopkins
University and RSA Laboratories demonstrated a way to crack the encryption of Exxon
Mobil's SpeedPass. The RFID tag they compromised was a DST-40 tag that consists of a
small microchip and an antenna coil that uses a secret 40-bit cryptographic key.
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The Mifare Classic RFID smartcard is a wireless card protected by an encryption algorithm,

which has been used by transit operators in London, Boston and the Netherlands, as well as

public and private organizations to control access to restricted areas. In 2008, two research
groups managed to crack the encryption and reported the security flaw that allowed them
to do so. They revealed that the method to retrieve cryptographic keys is relatively easy and

does not rely on expensive equipment (Nohl et al., 2008 & Schreur et al., 2008).

The procedures to crack a crypto-enabled RFID tag, including collecting data, revealing

encryption key, and creating a clone tag, are as follows:

1. Reverse engineering: The encryption algorithm can be reverse engineered through
flawed authentication attempts. The method involves sending RFID devices carefully
chosen electronic queries and recording the responses of the devices. The response
information gives clues as to what is happening inside the microchip, and therefore
makes it possible to reconstruct the encryption algorithm.

2. Key cracking: Once the algorithm is known, the keys can be figured out by brute force
attack, i.e. simply trying all possible keys. Since the DST-40 tag uses a proprietary 40-bit
and Mifare Classic uses a 48-bit encryption algorithm, it will take 9 to 10 hours to try all
possible keys for both devices on advanced equipment.

3. Simulation: After obtaining the key (and serial number), it is possible to create a clone
tag.

Lessons to learn

The impact of compromising tag encryption on supply chain RFID systems has not been

determined. However, one lesson that can be learned from the details of these cases is that

the cryptographic algorithm needs to be built into the RFID system correctly.

e It is better to use a longer key length, such as industry-standard 128-bit Triple DES
encryption or AES encryption.

e It is necessary to use standard cryptographic algorithms that have been through peer
reviews, instead of a proprietary cryptographic algorithm.

e [tis better to use public key (asymmetric) encryption rather than secret key (symmetric)
encryption.

5.2 RFID-Zapper

There are several ways to deactivate passive RFID tags. The RFID-Zapper is an easy-to-build
electronic device that can permanently deactivate passive RFID-Tags. The device was
developed by two German students in 2006. Their motivation was a privacy concern over
the potential use of RFID tags on individual items purchased by consumers (Juels, 2005b).
The technique is so simple that everyone can build his/her own RFID-Zapper. The concept
of RFID Zapper was presented at the 22nd annual Chaos Communication Congress (22C3) as
follows (MiniMe & Mahajivana, 2005).

Basically it copies the microwave-oven-method, but in a much smaller scale. It generates a strong
electromagnetic field with a coil, which should be placed as near to the target-RFID-Tag as
possible. The RFID-Tag then will receive a strong shock of energy comparable with an EMP and
some part of it will blow, thus deactivating the chip forever.

A prototype was built by modifying the circuit board of a single-use camera with a flash.
The voltage of flash capacitor needs at least 100 V to supply enough electrical current. The
flash bulb is replaced with a coil of 5 windings of 1 mm diameter copper wire. Disconnected
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from the flash, the capacitor is re-connected to the coil with an added switch to turn the

device on or off. The flash indicator light is re-connected so that it glows when the capacitor

is fully charged and can be clearly observed. Since a large amount of energy can be emitted

into the environment in a very short time, the magnetic field of the Zapper is sufficient to

destroy an RFID forever at close range.

The prototype device was tested on the passive 13.56 MHz RFID tags successfully.

Currently, the RFID-Zapper has been tested only on 13.56 MHz tags; however, the inventors

hope to be able to try their device on other tags running at different frequencies soon.

Another threat is that a German privacy advocacy group FoeBuD plans to manufacture and

sell such a device that consumer could use it to disable RFID tags permanently (Collins,

2006).

Lessons to learn

The demonstration was performed with the capacitor loaded about 100 V. The RFID-Zapper

was able to destroy the RFID tags placed right next to it.

e [t is necessary to test the working range of the RFID-Zapper with a capacitor that can
supply more power.

e Even though RFID technology offers several advantages over optical bar codes, it is a
good practice to use both technologies in some critical applications because RFID tags
could be deactivated or killed.

5.3 Trigger a bomb

The increasing threat of identity fraud has produced worldwide efforts on strengthening
security features in identity documents. The International Civil Aviation Organization
(ICAO) has been working on the new e-passports fitted with RFID tags for wireless
processing when people pass through Customs. However, at Black Hat 2006, a group of
security experts from Flexilis demonstrated that the proposed American RFID passports
might be used by terrorists as potential bomb triggers (Coverson, 2006). Kevin Mahaffey,
Director of Software Development at Flexilis, and his colleagues used a mockup e-passport,
equipped with an RFID chip, and set up a small explosive charge nearby. With the passport
opened about 1/2 inch, Mahaffey demonstrated how the explosive could be set off when a
passport was detected by a nearby inquiring RFID reader.

In a report “RFID Passport Shield Failure Demonstration”, they explained the mechanism
behind their proof of concept experiment (Flexilis, 2006):

When present in a reading field, a passport RFID tag will wirelessly draw power from the reader
in order to operate. The change in antenna current is detectable by the RFID-reading hardware;
therefore, even if a tag is not directly sending data, it intrinsically discloses its proximity to the
reader by its presence in the reading field.

A potentially dangerous security breach is that the terrorists could potentially use the RFID

tag to trigger a bomb.

Lessons to learn

At the moment, Flexilis’s proof of concept experiment only demonstrated the ability to read

passive RFID. However, the demonstration alerts us to a real world security threat.

e Itis necessary to study whether it is possible to use active RFID tags as bomb trigger.

e [t is necessary to research authentication methods for passive RFID tags so that they
cannot be activated with an unauthorized reader.
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5.4 Snooping attack

One of the advantages of RFID technology over barcodes is that RFID does not require a line
of sight between tag and reader. However, it brings a new security threat to supply chains if
RFID-tagged items can be read even if they are inside a truck. Sniffing the truck’s payload
was selected as “one of the five coolest hacks of 2007” (Higgins, 2007a). Researchers from
PacketFocus Security Solutions and Atlas RFID Solutions have demonstrated reading EPC
codes from tagged products on 18-whheeler tractor-trailers with standard tag readers and
antennas (Higgins, 2007b). The test explored a vulnerability of RFID tags used in supply
chain applications — business competitors or enemy forces could use the sniffed
information for intelligence purposes. The detailed logistics information is vital to business
and military success.

To evaluate the risk of such an attack, we carried out an experiment with four different
passive RFID tags: Alien 9554, Avery AD222, Symbol Four T, and StongTech. First, we
measured their readability in an indoor open area that is about 11 meters long and 6 meters
wide. The test result in Figure 8 shows that all the tested tags can be reliably read within 4.5
meters when the tag and reader are parallel to each other.

Readability {times10 cycles)

Distance (mj)

Fig. 8. Free space tag performance test

Then, we attached the tags to paper boxes and put them into a mini van (Figure 9 (a)). The
reader, antenna and router were set up on the top of a wood frame on the side of the road.
The router communicated with the backend computer wirelessly. We performed the tests in
two situations: 1) when the vehicle was stopped; 2) when the vehicle was being driven at
slow speeds, 5km/h to 30 km/h (Figure 9 (b)). The experimental results showed that the tag
could only be read at an angle, through the door’s edge, but not through metal, when the
vehicle was stationary and the reader was within a short distance (less than 30 cm).
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Lessons to learn

With an off-the-shelf reader and antenna, it is possible to scan and hack EPC labels on
products being loaded on a car or truck. Several methods could be useful in protecting
against sniffing information from the RFID tags:

e  Limit the amount of sensitive information on the tag

e  Use a masking technique that masks the structured tag information with a row of zeros

¢  Encrypt the EPC tag data
|

o 12 x 760 mL LERON JUICE

(a) Tagged boxes (b) Reading test

Fig. 9. Sniffing test

6. Conclusion

In this chapter, we focused on the issues and potential solutions for a range of security
vulnerabilities of RFID systems. Recent advances in the uses of RFID technology have
generated significant interest in society, not only because they have brought change to the
industry and business sectors, but also because they will begin to influence our daily life
more and more. As mentioned above, the use of RFID has grown exponentially across a
variety of core industries, such as logistics, manufacturing, retail and healthcare. Although
each application has its own special requirements, security vulnerabilities will be always a
major concern when deploying RFID applications. Like the Internet or mobile telephony,
RFID is a wireless networking technology. While the non-contact and non-line-of-sight
properties of RFID systems increase the convenience and efficiency of their applications,
these properties also increase the system’s vulnerability. In this chapter, we have analyzed
the underlying vulnerabilities that exist in RFID systems, illustrated the threats of possible
attacks, and provided corresponding countermeasures. Case studies have been presented
and discussed to examine four specific security threats. The objective of the chapter is to try
to make life for an attacker very difficult, if not impossible.

The directions for further study are suggested in there major areas: technology standards,
authentication protocols, and operational policies/guidelines. Security has not historically
been the focus of technology standards for RFID systems and their components. With the
increasing usages of RFID, such as passports, personal ID cards and consumer products,
potential security threats and compliance risks in the future are enormous. It is necessary to
pay attention to standardization of RFID systems. There are many different RFID standards

www.intechopen.com



RFID Technology, Security Vulnerabilities, and Countermeasures 379

at the moment. The technology standards typically describe the physical and the link layers,
covering aspects such as air interface, anti-collision mechanisms, communication protocols,
host interface, data syntax, etc. However, there are some standards that are more important
than others — ISO and EPC Global are main contributors in defining RFID standards. EPC
tags were originally designed for supply chain and logistical applications. The people who
established the EPC standards aimed on low-cost tags with high potential reading rates.
Therefore, security was not a high priority issue resulting in the first generation EPC tags
lacking the computational resources for cryptographic authentication.

It is important to put more effort into developing authentication protocols for passive RFID.
The reasons, as mentioned above, are that 1) current proposed lightweight authentication
protocols can still be compromised by attacks; 2) it is difficult or impossible to use
computationally intensive cryptographic algorithms for low-cost RFID tags.

A well-designed RFID policy can reduce the risk of attacks. When dealing with security and
risk management, policy decisions also play an important role in the security of an RFID
system. An RFID security policy is a document that states how an organization plans to
protect its physical RFID devices and information data assets. Since, sooner or later, new
threats will appear, an RFID security policy should be considered a “living” document that
needs to be continuously updated as the RFID technology and implementation
requirements change. The policy also needs to take into account how the users will be
trained in the proper use of RFID, and explain how security measures will be carried out
and enforced.
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